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Objectives and Aims

The following objectives were identified by the Partnership:

1.1 To achieve consistent CCTV Partnership working practices throughout the town safe scheme

1.2 To reduce to a minimum subjectivity in the occurrence of both expected and unexpected events

1.3 To ensure usage of a beneficial code of practice between Tamworth Borough Council, Staffordshire Police and CCTV Agencies in all matters relating to CCTV

1.4 To ensure the abuse and misuse of CCTV systems within Tamworth is reduced to a minimum

1.5
Tamworth Borough Council believes that there is a 'Legitimate Aim' in the use of CCTV in Tamworth, that is as examples; National Security, Economic well being of the Borough, protection of health and morals, prevention of crime or disorder and the protection of the freedom of others. As part of each members annual review of their system(s) they should check (and document) the continuing need for CCTV at any particular location, that the system is 'Proportionate'.

General Principles

2.1 Participation in any Local Authority scheme (as detailed within the Agreement section of this document), by any public authority or private agency, assumes an agreement by all participants to comply fully with, and be accountable under, these policies and procedures.

2.2 All Local Authority CCTV schemes will be operated fairly, within the law, and only for the purposes for which they were established or which are subsequently agreed in accordance with these policies and procedures.

2.3 All Local Authority schemes will be operated with due regard to the privacy of the individual.

2.4 The public interest in the operation of all Local Authority schemes will be recognised by ensuring the security and integrity of the appropriate operational procedures detailed within this document.

Any change to these policies and procedures, (i.e. such as will have a significant impact upon the codes of practice or operation of a scheme) will take place only after consultation and agreement with the Partnership and those organisations with a participatory role in the operation of the scheme.

2.5 Every Local Authority owned CCTV scheme operator (public and private sector employees) will be personally issued with a copy of these Policies and Procedures to accompany local Codes of Practice and Operating Procedures. They will be fully conversant with the contents of this document, which may be updated form time to time, and which he/she will be expected to comply with at all times as far as is reasonably practicable.

Guiding Principles 

3.1 Every CCTV scheme must ensure the principles of civil liberties are not being breached. Fundamentally, it must be shown that:

· Individual members of the public are not being harassed, and

· No other agency (e.g. the police) is in ‘regular’ control of Local Authority CCTV coverage.

3.2 Therefore, the following principles must be adopted and exercised by all Local Authority owned CCTV scheme operatives:

3.3 The operators of the cameras will operate with the utmost probity at all times.

· Every use of the camera will accord with the purposes and key objectives of the scheme and shall be in compliance with these policies and procedures and with supplementary Local Authority Codes of Practice. ( if the latter does not contradict the earlier).

· Camera operators will be mindful of exercising prejudices that may lead to complaints of the scheme being used for purposes other than those for which it is intended. The operators may be required to justify the interest in, or recording of, any particular individual, group of individuals or property at any time by virtue of the scheme or by the scheme managers.

3.4 This is further supported and encompassed in UK law, by both the Data Protection Act 1998 - CCTV Codes of Practice (July 2000) and the Human Rights Act 1998

Data Protection Implications

Public Concern

4.1 The majority of the public at large may have become accustomed to camera surveillance. Those who do express some concern do so mainly over matters appertaining to the storage of information, i.e. what happens to the material that is obtained.

4.2 In processing personal information there must be total respect for the privacy of the individual. That right to respect can be forfeited, but if CCTV schemes are to command public confidence, then privacy concerns of the law-abiding citizen must be paramount.

Data Protection Acts, 1984 & 1998

5.1 To take into account future legislative change, the eight principles of the Data Protection Act, 1984, are to be adhered by every Local Authority owned CCTV scheme; namely to:

1 Obtain and process personal data fairly and lawfully.

2 Hold the data only for the purposes specified.

3 Use the data only for the purposes, and disclose only to the people, shown within these policies and procedures.

4 Only hold data which is adequate, relevant and not excessive in relation to the purpose for which the data are held.

5 Ensure personal data is accurate and where necessary, kept up to date.

6 Hold data for no longer than is necessary.

7 Allow individuals access to information held about them and, where appropriate, correct it or erase it 

8 Take security measures to prevent unauthorised or accidental access to, alteration, disclosure, or loss and destruction or information.

           Small Scheme Management

6.1 Where systems are not relayed to a Local Authority Control room, there needs to be day to day management and operational checks carried out. 

6.2 Tamworth Borough Council in conjunction with the Police will nominate the locations for the head cameras, all images (data) will remain the copy right of Tamworth Borough Council.

6.3 Processing of information (data) will be done by Tamworth Borough Council staff in the presence of a Police Officer, at the CCTV control centre

6.4 Only CCTV operators employed by Tamworth Borough Council will produce working copies and/or stills for the Police.

6.5 A record of ‘operations’ will be kept in every location that operates the head camera system, the records will include the time, date and name of the operator. 

6.6 It is recommended for the purpose of evidence continuity the nominated operator of the ‘head camera’, operates the system throughout his/her shift.

6.7 In the event of the camera having to be given to a second operator during a shift, a record of time, date, operator’s name and reason for hand over will be kept.

6.8 If an incident is recorded and the police require the disc for evidence, the recording will be ceased at the end of the operator’s shift or a convenient time designated by the manager.

6.9 It has been agreed that even though the images recorded is the scheme is the copy right of the Community Safety Partnership, but the images are recorded outside the CCTV control centre, the police will cease the recording using the Image Processing Request & Authorisation Form for the continuity of evidence.

6.10 If the police deem an incident to be of a very serious nature and require the recorded images immediately, the same procedure operating in the Town Centre system will be enforced.

The manager of the Tamworth Borough Council CCTV system must be contacted to give permission for any recorded images to be removed from its recorder.

Accountability

Local Authority
7.1 All Local Authority employees, in particular CCTV operators, will abide by the rules and regulations detailed within this document in conjunction with any respective Local Authority Codes of Practice and Operating Procedures.

7.2 All Local Authority owned CCTV scheme operators will be accountable to their Local Authority body and as such, subject to their contractually agreed discipline procedures.

 7.3 Scheme Managers will accept the primary responsibility for ensuring there is no breach of security and that these policies and procedures, as well as local Codes of Practice and Operating Procedures are complied with. He/she has day-to-day responsibility for the management of and for enforcing discipline regulations.

7.4 Any private agency who undertakes a participatory role in any Local Authority CCTV scheme will be subject to the same Codes of Practice, Operating Procedures and discipline procedures as detailed for Local Authorities, irrespective of any Operating Procedures or Codes of Practices already exercised by such an agency.

7.5 Each scheme manager will be responsible for safety and security of the equipment. The manager will ensure that the equipment is entered on the insurance policy of their establishment against theft, loss or damage. The manager will also be responsible for routine replacement of consumables e.g. batteries.  Routine maintenance of the equipment will be the responsibility of the Community safety Partnership.

7.6 For continuity of evidence when the system is switched on at the start of the shift, it will not be switched off for any reason until the shift has been completed.

The Public

8.1 A member of the public wishing to register a complaint with regard to any aspect of a local authority CCTV scheme may do so by contacting any Staffordshire Police Station. Any such complaint will be dealt with in accordance with existing discipline rules and regulations to which all members of Staffordshire Police and the Local Authorities, including CCTV operators, are subject.

General

9.1 Camera operators will maintain a record of all observed occurrences. The information to be recorded should include anything of note, but in particular must include:

· Time of occurrence

· Location

· Name of camera operator

· Brief details of the occurrence/incident

9.2 As a guide, anything that may prove to be useful for investigative and evidential purposes or for future CCTV system assessment and evaluation should be recorded.

9.3 Camera operators, and those involved in the collection or observation of Data in the form of pictures, or images are reminded that the observance of people going about their business could engage Articles 8, 11 and, possibly Article 1 of protocol 1 of the Human Rights Act. Both in positive and negative obligations. When and if this occurs the occurrence should be recorded. 

Access to, and Security of, Control Room

Authorised Access

10.1 Only those members of staff employed, trained and authorised to work in the CCTV control room environment will operate any of the equipment therein.

10.2 Anyone entering the control room will of course be subject to the Data Protection Act and Codes of Practice.

Access Control

11.1 Access to the Local Authority CCTV scheme control room will be prohibited at all times unless the following criteria is met:

· A lawful, proper and sufficient reason for the visit exists

· Authority has been approved by the scheme manager

· Notification is given to all CCTV operators expected to be ‘on duty’ during the visit

· All visitors are to be accompanied by a Local Authority liaison officer or someone nominated by them who is not a CCTV operator.

11.2 During the course of the visit, a nominated CCTV operator (the sole operator if he/she is the only operator on duty) will record the visit as follows:

· Time, date and duration of the visit

· Person(s) accompanying (with signatures)

· Names and status of visitors

· Purpose of visit

11.3 During the course of the visit, any occurrence that leads to comment will also be the subject of record.

Operation of Partnership Equipment by Other Parties

12.1 The section was added for to assist those schemes where joint bids have been made for schemes but not monitored on a daily basis, either the Local Authority or the Police, but where they both remain Joint Data Controllers.

12.2 Clearly any person(s) operating or taking day to day charge of such equipment, become Data Processors on behalf of the Partners.

Legal Basis for CCTV 

The Human Rights Act 1998 requires that there is a legal basis for any act that the 'State' might carry out. In particular where any Act or Omission might affect the rights as laid down by the Act. The use of CCTV in space to which the public may have access has the potential for engaging Human Rights. The introduction of Codes of Practice by the Data Protection Office clearly has its basis in Human Rights and whilst this legislation controls the use of CCTV it was not the primary legislation that allowed the original legislation. That lies in the following Act and Section which is reproduced below:

Criminal Justice and Public Order Act 1994 - Section 163

Closed-circuit television by local authorities

. (1) Without prejudice to any power to which they may exercise for the purposes under any other enactment, a local authority may take such of the following steps as they consider will, in relation to their area, promote the prevention of crime or the welfare of the victims of crime.

(a) providing apparatus for recording visual images of events occurring on any land in their area;

(b) Providing within their area a telecommunications system which. Under Part II of the Telecommunication Act 1984, may be run without a licence; 

(c) Arranging for the provision of any other description of telecommunications system within their area or between any land in their area and any building occupied by a public authority.

(2) Any power to provide, or to arrange for the provision of, any apparatus includes power to maintain, or operate, or, as the case may be, to arrange for the maintenance or operation of, that apparatus.

(3) Before taking such a step under this section, a local authority shall consult the chief officer of police for the police area in which the step is to be taken.

(4) In this section -

"Chief officer of police", in relation to a police area in Scotland means the chief constable of a police force maintained for that area;

"Local authority"-

(a) in England, means a county council or district council;

(b) in Wales, means a county council or county borough council; and

(c) in Scotland, has the meaning given in section 235(1) of the Local Government (Scotland) Act 1973; and

"Telecommunications system" has the meaning given in section 4 of the Telecommunications Act 1984 and "licence,” means a licence under section 7 of that Act.

(5) Until 1st April 1996, in this section "local authority" means, in Wales, a county council or district council.

(6) The legal basis for other public bodies operating CCTV remains unclear, and currently it is left for the Home Office and Parliament to decide how this is to be dealt with. Clearly in the meantime, conforming to this document will assist in any potential litigation or challenge as it wholly embraces other legislation and good practice controlling CCTV usage, in particular the CCTV Data Protection Act Codes of Practice.

Section 17 of the Crime and Disorder Act, demands that all Authorities 'do all that they reasonably can to prevent crime and disorder in their areas'. It could be argued that CCTV helps that aim.

The Regulation of Investigatory Powers Act 2000

This Act also forms part of a trio of documents produced as a result of the Human Rights Act, the others being the Data Protection Act CCTV Codes of Practice and the still in draft form, Code of Practice for the use of personal data in employer / employee relationships.

All three documents have implications for the way CCTV in the UK is operated and in particular those systems that are operated by or on behalf of an Authority or Public Body, and in the way that evidence of criminal acts are gathered

Below is an extract from the Home Office web site in relation to the Regulation of Investigatory Powers Act 2000, it explains at what level of surveillance the Act might come into being or not as the case may be; 

"General observation forms part of the duties of many law enforcement officers and other public bodies. Police officers will be on patrol at football grounds and other venues monitoring the crowd to maintain public safety and prevent disorder. Officers may also target a crime "hot spot" in order to identify and arrest offenders committing crime at that location. Trading standards or HM Customs & Excise officers might covertly observe and then visit a shop as part of their enforcement function to verify the supply or level of supply of goods or services that may be liable to a restriction or tax. Such observation may involve the use of equipment to merely reinforce normal sensory perception, such as binoculars, or the use of cameras, where this does not involve systematic surveillance of an individual. It forms a part of the everyday functions of law enforcement or other public bodies. This low-level activity will not usually be regulated under the provisions of the 2000 Act.

Neither does the provisions of the 2000 Act or of this code of practice cover the use of overt

CCTV surveillance systems. Members of the public are aware that such systems are in use, for their own protection, and to prevent crime".


Consideration should be given to what point the Act applies, this may become particularly relevant as and when automated searches using ANPR (Automatic Number Plate Recognition), and / or Facial / Walking Gait recognition systems are used in covert situations.


Following the sub-committee review of the subject and an inspection of the CCTV at Tamworth by the RIPA Inspectorate, it was decided that the following procedure must be adopted in all Police based RIPA Authorities

· A copy of the Surveillance Authorisation must be issued to the Local Authority prior to the commencement of the Operation.

· IF the operation is deemed 'sensitive' then all BUT the following details CAN be blocked out:

Period of time that the Authorisation is valid for

Location that is authorised

Level of Surveillance Authorised

Officer Authorising


[image: image1.png]



Staffordshire Police 

Image Processing Request & Authorisation Form:

Crime / Incident No.


I the Data Controller of video tape /media number  (if shown):


Which was recorded on: (enter date)
              /                 /

and is believed to contain evidence relating to the above crime / incident, authorise Staffordshire Police to use one of their approved data processors. To produce working copies of the tape (media), or video stills as required from this, my original recording, for any purpose deemed necessary under the Data Protection Act and Criminal Justice Acts.

The tape / recording was sealed in my presence with seal

No:


and handed to the below Officer:

Name:


Rank: 

Collar No:


Signed:

(tape owner)


Print Name:


Position:


Company:


Address:




Post Code:
Date:         /         /

Data Protection Act 1998 – CCTV Codes of Practice 2000

How to Apply for Access to Information Held on the CCTV System

These notes explain how you can find out what information, if any is held about you on a CCTV System whose Authority is a member of the Staffordshire CCTV User Group.

Your Rights

Subject to certain exemptions, you have a right to be told whether any personal data is held about you. You also have a right to a copy of that information in a permanent form except where the supply of such a copy is not possible or would involve disproportionate effort, or if you agree otherwise. The User Groups systems will only give information if it is satisfied as to your identity. If release of the information will disclose information relating to another individual(s), who can be identified from that information, the User Group / Authority is not obliged to comply with an access request unless-

· The other individual has consented to the disclosure of information, or

· It is reasonable in all the circumstances to comply with the request without the consent of the other individual(s).

Staffordshire User Group Rights

Staffordshire user Group, may deny access to information where the Act allows. The main exemptions in relation to information held on the CCTV systems are where the information may be held for, and including:

· Prevention and detection of crime

· Apprehension and prosecution of offenders.

And giving you the information may be likely to prejudice any of these purposes.

Fee

A fee of £10 is payable for each subject access request, which must be in pounds sterling. Cheques, Postal Orders etc should be made payable to Staffordshire Police Authority

THE APPLICATION FORM:

 (all sections of the form must be completed. Failure to do so may delay your application)

Section 1 
Asks you to give information about yourself that will help us to confirm your identity. We have a duty to ensure that information we hold is secure and we must be satisfied that you are who you say you are.

Section 2
Asks you to provide evidence of your identity by producing TWO official documents (which between them clearly show your name, date of birth and current address) together with a recent full face photograph of you.

Section 3 
The declaration must be signed by you.

Section 4
Asks you for information to help us find the information you require. Unless this information is provided we will not be able to locate it.

When you have completed and checked this form, take or send it, together with the two required identification documents, photograph and fee to:

CCTV Liaison Officer, Staffordshire Police HQ, Cannock Road, Stafford ST17 0QG

If you have any queries regarding this form, or your application please ring the CCTV Liaison Officer on 01785 235330

Data Protection Act 1998 – Subject Access Request Form

Section 1 – About Yourself

The information requested below is to help us satisfy ourselves as to your identity and to find any data held about you on the CCTV system you identify

PLEASE USE BLOCK CAPITALS

Title (tick box as appropriate)
Mr

Mrs

Miss

Ms


Other title (e.g. Dr. Rev., etc.)


Surname / Family Name




First Name(s)




Maiden name / former names


Sex (tick box)
Male

Female


Height




Date of birth




Place of Birth
Town





County




Your current Home Address

(to which we will reply)











A telephone number will be helpful in case we need to contact you
Post Code:
Tel.No.

If you have lived at the above address for less than 10 years, 

please give your previous address(es) for the period:

Previous address 1







Dates of occupancy 


From:
To:

Previous address 2







Dates of occupancy 


From:
To:

Staffordshire CCTV User Group

Data Protection Act 1998

Section 2 
Proof of Identity

To help establish your identity your application must be accompanied by TWO official documents that between them clearly show your name, date of birth and current address.

For example: a birth /adoption certificate, driving licence, medical card, passport or other official document that shows your name and address.

Also a recent, full face photograph of yourself. This must be provided in order to establish who we are looking for. 

Failure to provide this proof of identity may delay your application.

Section 3 
Declaration

DECLARATION (to be signed by the applicant)

The information that I have supplied in this application is correct and I am the person to whom it relates.

Signed By:



Date:


Warning – a person who impersonates or attempts to impersonate another may be guilty of an offence

Staffordshire CCTV User Group

Data Protection Act 1998

Section 4
To help us find the information about you

To enable us to find the data you require, we will require certain information, the more specific you are the greater chance there will be of locating the data.

Please complete a separate box in respect of different categories / incidents / involvement. Continue on a separate sheet if needed.

Your involvement in the incident (tick all boxes that apply)


The person reporting an incident or offence


A witness to an incident or offence


A victim of an offence


A person accused of an offence


Other: (please explain)










Where and when did it happen

Day and Date of Incident


Time of Incident (to within 15 minutes )
Between

AM or PM
And

AM or PM

Place of incident (street name and location i.e. outside Asda opposite 22, High St Anytown etc.)





Brief Details of the incident – Include any details of vehicles that were involved










Colour / description of your upper outer garments at the time of the incident

Colour / description of your lower outer garments at the time of the incident


Staffordshire CCTV User Group

Data Protection Act 1998

Before returning this form please check:

· Have you completed all sections in the form?

· Have you enclosed TWO identification documents?

· Have signed & dated the form?

· Have you enclosed the £10 fee

These notes are only a guide. The is set out in the Data Protection Act 1998 and the CCTV Codes of Practice 2000. Further information can be obtained from:



The Office of the Data Protection Commissioner



Wycliffe House



Water Lane



Wilmslow



Cheshire



SK9 5AF



Tel: 01625 545745



www.dataprotection.gov.uk 

Note: This application for information can only be made to the Staffordshire CCTV User Group NOT to the above.

OFFICAL USE ONLY

Please complete ALL of this section


Application checked & legible?


Date Application Received


Identification documents checked?


Fee paid (amount)

Details of 2 Identity Documents


Receipt No.








Documents returned?

Member of staff completing this section:


Name: 





Dept:


Signature:





Date:
Certificate of Agreement

The content of this Policy and Procedures document is hereby approved in respect of the following Head camera Schemes and, as far as is reasonably practicable, will be complied with by all who are involved in the management and operation of the scheme:


















Incident Log

Part A
Operator Details

Scheme Name: Tamworth Borough Council Head Camera Scheme.

Camera Operator’s Name: ……………………………………………….   

Part B
Basic Details

Time: …………………………..….   Date: ……………….….   Location …………………………….…………

Brief Circumstances: of incident…………………………………………………………………………………...………………….…

………………………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………

Part C
Additional Details

Identification (please tick):

Nature of Occurrence (please tick):


(    Burglary
(    Disturbance
(    Traffic


(    Theft
(    Drunkenness
(    Missing Person


(    Damage
(    Anti-Social Behaviour
(    Drugs


(    Autocrime
(    Graffiti
(  RIPA



(   ANPR
(   Violence / Assaults
Other (please specify)


(    Other Crime
(    Suspicious
………………………………

Part D
Response

1)
CCTV control room advised? Yes/No.   If Yes, were resources deployed? Yes/No.

2)
Other Person or Agency advised? Yes/No.   If Yes, please specify:  ……………………………………………..

3)
Other (please specify): …..………………………………………………………………

4) 
No. Persons Arrested / Detained……………….No. Persons reported by Police (if known)……….

Operators Log

Start Time
Date
Operator
End Time
Comments































































































































The Data Protection Act 1998.

Definitions

There are several definitions in Sections 1 and 2 of the l998 Act which users of CCTV systems or similar surveillance equipment must consider in order to determine whether they need to comply with the requirements of the l998 Act, and if so, to what extent the l998 Act applies to them:

a) Data Controller

“A person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed”.

For example: if a police force and local authority enter into a partnership to install CCTV in a town centre with a view to: -

· Preventing and detecting crime.

· Apprehending and prosecuting offenders.

· Protecting public safety.

They will both be data controllers for the purpose of the scheme.

For example- if a police force, local authority and local retailers decide to install a CCTV scheme in a town centre or shopping centre, for the purposes of:

· Prevention or detection crime.

· Apprehending or prosecuting offenders.

· Protecting public safety.

All will be data controllers for the purposes of the scheme.  It is the data controllers who should set out the purposes of the scheme (as outlined above) and who should set out the policies on the use of the images.

The data controller(s) may devolve day-to-day running of the scheme to a manager, but that manager is not the data controller - he or she can only manage the scheme according to the instructions of the data controller(s), and according to the policies set out by the data controller(s).

If the manager of the scheme is an employee of one or more of the data controllers, then the manager will not have any personal data protection responsibilities as a data controller.  However, the manager should be aware that if he or she acts outside the instructions of the data controller(s) in relation to obtaining or disclosing the images, they may commit a criminal offence contrary to Section 55 of the l998 Act, as well as breach their contract of employment.

If the manager is a third party such as a security company employed by the data controller to run the scheme, then the manager may be deemed a data processor.  This is “any person (other than an employee of the data controller) who processes the personal data on behalf of the data controller.  If the data controller(s) are considering using a data processor, they will need to consider their compliance with the Seventh Data Protection Principle in terms of this relationship.

b) Personal Data

 “Data which relate to a living individual who can be identified:

a) from those data, or

b) from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller”.

The provisions of the l998 Act are based on the requirements of a European Directive
, which at, Article 2, defines, personal data as follows:

“Personal data” shall mean any information relating to an identified or identifiable natural person; an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity.

The definition of personal data is not therefore limited to circumstances where a data controller can attribute a name to a particular image.  If images of distinguishable individuals’ features are processed and an individual can be identified from these images, they will amount to personal data.

c) Sensitive Personal Data

Section 2 of the l998 Act separates out distinct categories of personal data, which are deemed sensitive.  The most significant of these categories for the purposes of this policy and procedure is information about:

· the commission or alleged commission of any offences

· any proceedings for any offence committed, or alleged to have been committed, the disposal of such proceedings or the sentence of any court in such proceedings.

This latter bullet point will be particularly significant for those CCTV schemes which are established by retailers/licencees in conjunction with the local police force, which use other information to identify known and convicted shoplifters from images, with a view to reducing the amount of organised shoplifting in a retail centre.  

It is essential that data controllers determine whether they are processing sensitive personal data because it has particular implications for their compliance with the First Data Protection Principle.

d) Processing

Section l of the l998 Act sets out the type of operations that can constitute processing: 

"In relation to information or data, means obtaining, processing, recording or holding the information or data or carrying out any operation or set of operations on the information or data, including:

a) organisation, adaptation or alteration of the information or data,

b) retrieval, consultation or use of the information or data,

c) disclosure of the information or data by transmission, dissemination or otherwise making available, or

d) alignment, combination, blocking, erasure or destruction of the information or data."

The definition is wide enough to cover the simple recording and holding of images for a limited period of time, even if no further reference is made to those images.  It is also wide enough to cover real-time transmission of the images.  Thus if the images of individuals passing in front of a camera are shown in real time on a monitor, this constitutes “transmission, dissemination or otherwise making available.  Thus even the least sophisticated capturing and use of images falls within the definition of processing in the l998 Act.

(














Signed for and on behalf of the 





Signature: ……………………………………………………….   Name: …………………………………….………








Position Held: ……………………….………………………………..…..…….  Date:...….……….………………….





Equipment serial No’s…………………………………………………………………………………………………..











Signed for and on behalf of the 





Signature: ……………………………………………………….   Name: …………………………………….………








Position Held: ……………………….………………………………..…..…….  Date:...….……….………………….





Equipment serial No’s…………………………………………………………………………………………………..
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� European Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data.





� Section 2 of Act sets out the full list of categories of sensitive personal data.  This part of the policy only refers to some of the categories, which may have particular relevance for users of CCTV.  For a full list, please see the relevant section of the Act.


Purposes for which personal data/images are processed





Before considering compliance with the Data Protection Principles, a user of CCTV or similar surveillance equipment, will need to determine two issues:





What type of personal data are being processed i.e. are there any personal data which fall within the definition of sensitive personal data as defined by Section 2 of the l998 Act.





For what purpose(s) are both personal data and sensitive personal data being processed?





Users of surveillance equipment should be clear about the purposes for which they intend to use the information/images captured by their equipment.  The equipment may be used for a number of purposes:





Prevention, investigation and/or detection of crime.


Apprehension and/or prosecution of offenders (including images being entered as evidence in criminal proceedings).


Public and employee safety.


Staff discipline.


Traffic flow monitoring.





Using information captured by a surveillance system will not always require the processing of personal data or the processing of sensitive personal data.  For example, use of the system to monitor traffic flow in order to provide the public with up to date information about traffic jams, will not necessarily require the processing of personal data.


�
Data protection principles





The First Data Protection Principle





This requires that





“Personal data shall be processed fairly and lawfully, and, in particular, shall not be processed unless:





at least one of the conditions in Schedule 2 is met, and


in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met”.





To assess compliance with this Principle, it is recommended that the data controller address the following questions:





Are personal data and/or sensitive personal data processed?





The definition of sensitive personal data� has been discussed above and it is essential that the data controller has determined whether they are processing information/images, which fall into that category in order to assess which criteria to consider when deciding whether there is a legitimate basis for the processing of that information/images.





Has a condition for processing been met? 





The First Data Protection Principle requires that the data controller have a legitimate basis for processing.  It is for the data controller to be clear about which grounds to rely on in this respect. These are set out in Schedules 2 and 3 to the Act.





Users of schemes which monitor spaces to which the public have access, such as town centres, may be able to rely on Paragraph 5 (d) of Schedule 2 because the processing is for the exercise of any other function of a public nature exercised in the public interest by any person.  This could include purposes such as prevention and detection of crime, apprehension and prosecution of offenders or public/employee safety.





Users of schemes which monitor spaces in shops or retail centres to which the public have access may be able to rely on Paragraph 6(l) of Schedule 2 because the processing is necessary for the purposes of legitimate interests pursued by the data controller or the third party or third parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject.





It should be noted that while this criterion may provide a general ground for processing, in an individual case, the interests of the data controller i.e. the user of the surveillance equipment might not outweigh the rights of an individual.





If the data controller has determined that he or she is processing sensitive personal data, then the data controller will also need to determine whether he or she has a legitimate basis for doing so under Schedule 3.  It should be noted that Schedule 3 does not contain the grounds cited above in relation to Schedule 2.  





Users of surveillance equipment in town centres, particularly where the local authority or police force (or a partnership of the two) are the data controllers may be able to rely on Paragraph 7(l)(b) of Schedule 3 because the processing is necessary for the exercise of any functions conferred on any person by or under an enactment.  It may be that the use of such information/images by a public authority in order to meet the objectives of the Crime and Disorder Act l998 would satisfy this criterion.  





Users of information/images recorded in a shop or retail centre may be able to rely on one of the grounds contained in the Order made under Schedule 3(l0) of the 1998 Act.�





For example-





“(1) The processing:





is in the substantial public interest;


is necessary for the purposes of the prevention and detection of any unlawful act; and


must necessarily be carried out without the explicit consent of the data subject so as not to prejudice those purposes”





It is for the data controller to be sure that he or she has legitimate grounds for their processing and therefore it is essential that the data controller has identified:





what categories of data are processed, and


why.





Are the information/images processed lawfully?





The fact that the data controller has a legitimate basis for processing does not mean that this element of the First Data Protection Principle is automatically satisfied.  The data controller will also need to consider whether the information/images processed are subject to any other legal duties or responsibilities such as the common law duty of confidentiality.  Public sector bodies will need to consider their legal powers under administrative law in order to determine whether there are restrictions or prohibitions on their ability to process such data.  They will also need to consider the implications of the Human Rights Act l998.





Are the information/images processed fairly?





The fact that a data controller has a legitimate basis for processing the information/images will not automatically mean that this element of the First Data Protection Principle is satisfied.





The interpretative provisions� of the Act set out what is required in order to process fairly.  In order to process fairly, the following information, at least, must be provided to the individuals at the point of obtaining their images:





the identity of the data controller


the identity of a representative the data controller has nominated for the purposes of the Act


the purpose or purposes for which the data are intended to be processed, and


any information which is necessary, having regard to the specific circumstances in which the data are or are to be processed, to enable processing in respect of the individual to be fair.





Circumstances in which the requirement for signs may be set aside





The Act does not make specific reference to the use of covert processing of (sensitive) personal data but it does provide a limited exemption from the requirement of fair processing.  Because fair processing (as indicated above) requires that individuals are made aware that they are entering an area where their images may be captured, by the use of signs, it follows that the use of covert processing i.e. removal or failure to provide signs, is prima facie a breach of the fairness requirement of the First Data Protection Principle.  However, a breach of this requirement will not arise if an exemption can be relied on.  Such an exemption may be found at Section 29(l) of the Act, which states that:





“Personal data processed for any of the following purposes:


prevention or detection of crime


apprehension or prosecution of offenders





are exempt from the first data protection principle (except to the extent to which it requires compliance with the conditions in Schedules 2 and 3) ... in any case to the extent to which the application of those provisions to the data would be likely to prejudice any of the matters mentioned...”





This means that if the data controller processes images for either or both of the purposes listed in the exemption, he or she may be able to obtain and process images without signs without breaching the fairness requirements of the First Data Protection Principle.








THE SECOND DATA PROTECTION PRINCIPLE





This requires that





“Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes”.





In order to ascertain whether the data controller can comply with this Data Protection Principle, it is essential that he or she is clear about the purpose(s) for which the images are processed.





Specified purposes may be those, which have been notified to the Commissioner or to the individuals.





There are a number of issues to be considered when determining lawfulness: 





Whether the data controller has a legitimate basis (see First Data Protection Principle) for the processing.


Whether the images are processed in accordance with any other legal duties to which the data controller may be subject e.g. the common law duty of confidence, administrative law in relation to public sector powers etc.





It is quite clear from the interpretative provisions to the Principle that the requirement of compatibility is particularly significant when considering making a disclosure to a third party or developing a policy on disclosures to third parties.  If the data controller intends to make a disclosure to a third party, regard must be had to the purpose(s) for which the third party may process the data.  





This means, for example, that if the purpose(s) for which images are processed is:





Prevention or detection of crime


Apprehension or prosecution of offenders





The data controller may only disclose to third parties who intend processing the data for compatible purposes.  Thus, for example, where there is an investigation into criminal activity, disclosure of footage relating to that criminal activity to the media in order to seek assistance from the public in identifying either the perpetrator, the victim or witnesses, may be appropriate.  However, it would be an incompatible use if images from equipment installed to prevent or detect crime were disclosed to the media merely for entertainment purposes.  For example, it might be appropriate to disclose to the media images of drunken individuals stumbling around a town centre on a Saturday night to show proper use of policing resources to combat anti-social behaviour.  However, it would not be appropriate for the same images to be provided to a media company merely for inclusion in a “humorous” video.





If it is determined that a particular disclosure is compatible with the purposes for which the data controller processes images, then the extent of disclosure will need to be considered.  If the footage, which is to be disclosed contains images of unrelated third parties, the data controller will need to ensure that those images are disguised in such a way that they cannot be identified.





If the data controller does not have the facilities to carry out such editing, he or she may agree with the media organisation that it will ensure that those images are disguised.  This will mean that the media organisation is carrying out processing, albeit of a limited nature on behalf of the data controller which is likely to render it a data processor. In which case the data controller will need to ensure that the relationship with the media organisation complies with the Seventh Data Protection Principle.








THE THIRD DATA PROTECTION PRINCIPLE


This requires that


“Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed”.





This means that consideration must be given to the situation of the cameras so that they do not record more information than is necessary for the purpose for which they were installed.  For example cameras installed for the purpose of recording acts of vandalism in a car park should not overlook private residences.  Furthermore, if the recorded images on the tapes are blurred or indistinct, it may well be that this will constitute inadequate data.   For example, if the purpose of the system is to collect evidence of criminal activity, blurred or indistinct images from degraded tapes or poorly maintained equipment will not provide legally sound evidence, and may therefore be inadequate for its purpose.





THE FOURTH DATA PROTECTION PRINCIPLE





This requires that





“Personal data shall be accurate and, where necessary, kept up to date”.





This principle requires that the personal information that is recorded and stored must be accurate.  This is particularly important if the personal information taken from the system is to be used as evidence in cases of criminal conduct or in disciplinary disputes with employees.  The Commissioner recommends that efforts are made to ensure the clarity of the images, such as using only good quality tapes in recording the information, cleaning the tapes prior to re-use and not simply recording over existing images, and replacing tapes on a regular basis to avoid degradation from over-use.





If the data controller’s system uses features such as time references and even location references, then these should be accurate.  This means having a documented procedure to ensure the accuracy of such features are checked and if necessary, amended or altered.





Care should be exercised when using digital-enhancement and compression technologies to produce stills for evidence from tapes because these technologies often contain pre-programmed presumptions as to the likely nature of sections of the image.  Thus the user cannot be certain that the images taken from the tape are an accurate representation of the actual scene.  This may create evidential difficulties if they are to be relied on either in court or an internal employee disciplinary hearing.





THE FIFTH DATA PROTECTION PRINCIPLE





This requires that





“Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes”.





This principle requires that the information shall not be held for longer than is necessary for the purpose for which it is to be used.   The tapes that have recorded the relevant activities should be retained until such time as the proceedings are completed and the possibility of any appeal has been exhausted.  After that time, the tapes should be erased.  Apart from those circumstances, stored or recorded images should not be kept for any undue length of time.  A policy on periods for retention of the images should be developed which takes into account the nature of the information and the purpose for which it is being collected.  For example where images are being recorded for the purposes of crime prevention in a shopping area, it may be that the only images that need to be retained are those relating to specific incidents of criminal activity; the rest could be erased after a very short period.  The Commissioner understands that generally town centre schemes do not retain recorded images for more than 28 days





unless the images are required for evidential purposes.








THE SIXTH DATA PROTECTION PRINCIPLE





This requires that





“Personal data shall be processed in accordance with the rights of data subjects under this Act”.





The Act provides individuals with a number of rights in relation to the processing of their personal data.  Contravening the following rights will amount to a contravention of the Sixth Data Protection Principle:





The right to be provided, in appropriate cases, with a copy of the information constituting the personal data held about them - Section 7.�


The right to prevent processing which is likely to cause damage or distress - Section l0.�


Rights in relation to automated decision-taking - Section 12�





THE SEVENTH DATA PROTECTION PRINCIPLE�





This requires that





“Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”.





In order to assess the level of security the data controller needs to take to ensure compliance with this Principle, he or she needs to assess: -





the harm that might result from unauthorised or unlawful processing or accidental loss, destruction or damage of the personal data�.  While it is clear that breach of this Principle may have a detrimental effect on the purpose(s) of the scheme e.g. the evidence or images might not stand up in court, or the public may lose confidence in your use of surveillance equipment due to inappropriate disclosure, the harm test required by the Act also requires primarily the effect on the people recorded to be taken into account;





the nature of the data to be protected must be considered.  Sensitive personal data was defined at the beginning of this part of the Code, but there may be other aspects, which need to be considered.  For example, a town centre scheme may coincidentally record the image of a couple kissing in a parked car, or a retailer’s scheme may record images of people in changing rooms (in order to prevent items of clothing being stolen).  Whilst these images may not fall within the sensitive categories as set in Section 2 (described above), it is clear that the people whose images have been captured will consider that information or personal data should be processed with greater care.








THE EIGHTH DATA PROTECTION PRINCIPLE





This requires that





“Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data”.





This Principle places limitations on the ability to transfer personal data to countries and territories outside of the EEA.�  It is unlikely that the data controller would want, in general, to make such transfers of personal data overseas, but the data controller should refrain from putting the images on the Internet or on their website.  In order to ensure that this Principle is not breached, the data controller should consider the provisions of Schedule 4 of the l998 Act.


�
Right of subject access





Upon making a request in writing (which includes transmission by electronic means) and upon paying the fee to the data controller an individual is entitled:





To be told by the data controller whether they or someone else on their behalf is processing that individual’s personal data.


If so, to be given a description of:


the personal data, 


the purposes for which they are being processed, and


those to whom they are or may be disclosed. 





To be told, in an intelligible manner, of:





all the information, which forms any such personal data.  This information must be supplied in permanent form by way of a copy, except where the supply of such a copy is not possible or would involve disproportionate effort or the individual agrees otherwise.  If any of the information in the copy is not intelligible without explanation, the individual should be given an explanation of that information, e.g. where the data controller holds the information in coded form which cannot be understood without the key to the code, and


any information as to the source of those data. However, in some instances the data controller is not obliged to disclose such information where the source of the data is, or can be identified as, an individual.





A data controller may charge a fee (subject to a maximum) for dealing with subject access.  A data controller must comply with a subject access request promptly, and in any event within forty days of receipt of the request or, if later, within forty days of receipt of:





the information required (i.e. to satisfy himself as to the identity of the person making the request and to locate the information which that person seeks); and 


the fee.





However, unless the data controller has received a request in writing, the prescribed fee and, if necessary, the said information the data controller need not comply with the request.  If the data controller receives a request without the required fee and/or information, they should request whichever is outstanding as soon as possible in order that they can comply with the request promptly and in any event within 40 days. A data controller does not need to comply with a request where they have already complied with an identical or similar request by the same individual unless a reasonable interval has elapsed between compliance with the previous request and the making of the current request.  In deciding what amounts to a reasonable interval, the following factors should be considered: the nature of the data, the purpose for which the data are processed and the frequency with which the data are altered.





The information given in response to a subject access request should be all that which is contained in the personal data at the time the request was received.  However, routine


data may continue between the date of the request and the date of the reply.  To this extent, the information revealed to the individual may differ from the personal data which were held at the time the request was received, even to the extent that data are no longer held.  But, having received a request, the data controller must not make any special amendment or deletion which would not otherwise have been made.  The information must not be tampered with in order to make it acceptable to the individual.





A particular problem arises for data controllers who may find that in complying with a subject access request they will disclose information relating to an individual other than the individual who has made the request, who can be identified from that information, including the situation where the information enables that other individual to be identified as the source of the information.  The Act recognises this 


problem and sets out only two circumstances in which the data controller is obliged to comply with the subject access request in such circumstances, namely:





where the other individual has consented to the disclosure of the information, or


where it is reasonable in all the circumstances to comply with the request without the consent of the other individual.  





The Act assists in interpreting whether it is reasonable in all the circumstances to comply with the request without the consent of the other individual concerned.  In deciding this question regard shall be had, in particular, to:





any duty of confidentiality owed to the other individual,


any steps taken by the data controller with a view to seeking the consent of the other individual,


whether the other individual is capable of giving consent, and


any express refusal of consent by the other individual.


If a data controller is satisfied that the individual will not be able to identify the other individual from the information, taking into account any other information which, in the reasonable belief of the data controller, is likely to be in (or to come into) the possession of the individual, then the data controller must provide the information.  





If an individual believes that a data controller has failed to comply with a subject access request in contravention of the Act they may apply to Court for an order that the data controller complies with the request.  An order may be made if the Court is satisfied that the data controller has failed to comply with the request in 


contravention of the Act.





Exemptions to subject access rights





There are a limited number of exemptions to an individuals right of access. One of potential relevance to CCTV images is found at Section 29 of the Act. This provides an exemption from the subject access rights, which is similar to that discussed in relation to the exemption to the fairness requirements of the First Data Protection Principle. This means that where personal data are held for the purposes of: -





prevention or detection of crime,


apprehension or prosecution of offenders,


 


the data controller will be entitled to withhold personal data from an individual making a subject access request, where it has been adjudged that to disclose the personal data would be likely to prejudice one or both of the above purposes.  Like the exemption to the fairness requirements of the First Data Protection Principle, this judgement must be made on a case-by-case basis, and in relation to each element of the personal data held about the individual.  It is likely that this exemption may only be appropriately relied upon where the data controller has recorded personal data about an individual in accordance with guidance set out in relation to the fairness requirements of the First Data Protection Principle.�


Other rights





Right to Prevent Processing Likely to Cause Damage or Distress





Under Section 10 of the Act, an individual is entitled to serve a notice on a data controller requiring the data controller not to begin, or to cease, processing personal data relating to that individual.  Such a notice could only be served on the grounds that the processing in question is likely to cause substantial, unwarranted damage or distress to that individual or another person. There are certain limited situations where this right to serve a notice does not apply.  These are where the individual has consented; the processing is in connection with performance of a contract with the data subject, or in compliance with a legal obligation on the data controller, or in order to protect the vital interests of the individual.  If a data controller receives such a notice they must respond within 21 days indicating either compliance with the notice or why the notice is not justified. 


  


Rights in Relation to Automated Decision-Taking 





Under section 12 of the Act individuals also have certain rights to prevent automated decision taking where a decision, which significantly affects them is based solely on automated processing.    The Act draws particular attention to decisions taken aimed at evaluating matters such as the individual’s performance at work and their reliability or conduct.   The Act does provide exemption for certain decisions reached by automated means and these cover decisions which have been taken in the course of contractual arrangements with the individual, where a decision is authorised or required by statute, where the decision is to grant a request of the individual or where steps have been taken to safeguard the legitimate interests of individuals.   This latter point may include matters such as allowing them to make representations about a decision before it is implemented.





Where no notice has been served by an individual and a decision which significantly affects the individual based solely on automated processing will be made, then there is still an obligation on the data controller to notify the individual that the decision was taken on the basis of automated processing as soon as reasonably practicable.    The individual may, within 21 days of receiving such a notification, request the data controller to reconsider the decision or take another decision on a new basis.   Having received such a notice the data controller has 21 days in which to respond, specifying the steps that they intend to take to comply with the notice.





In the context of CCTV surveillance it may be the case that certain automated decision-making techniques are deployed, such as with automatic facial recognition.   It is important therefore that any system takes account of an individual’s rights in relation to automated decision taking.   It should be noted that these rights are founded on decisions, which are taken solely on the basis of automated processing.   If a decision whether to take particular action in relation to a particular identified individual is taken further to human intervention, then such a decision would not be based solely on automated processing.





The individual’s rights to prevent processing in certain circumstances and in connection with automated decision taking are underpinned by an individual’s right to seek a Court Order should any notice served by the individual not be complied with.





Compensation for Failure to Comply with Certain Requirements





Under Section 13 of the Act, individuals who suffer unwarranted damage or damage and distress as a result of any contravention of the requirements of the Act are entitled to go to court to seek compensation in certain circumstances. This right to claim compensation for a breach of the Act is in addition to an individual’s right to request the Data Protection Commissioner to make an assessment as to whether processing is likely or unlikely to comply with the Act.


employment will be covered by the Data Protection Commissioner’s forthcoming code of practice on use of employee personal data.





� It is likely that the use of cameras by individuals to protect their own property is excluded from the provisions of the Act under the exemption at Section 36 of the Act.


� The Commissioner’s powers to issue an Enforcement Notice may be found in section 40 of the Act.





� The First Data Protection Principle requires data controllers to have a legitimate basis for processing personal data, in this case images of individuals.  The Act sets out criteria for processing, one of which must be met in order to demonstrate that there is a legitimate basis for processing the images.





� Section 4(4) of the Act places all data controllers under a duty to comply with the data protection principles in relation to all personal data with respect to which he is the data controller as defined by section 1(1) of the Act.  See the section on definitions.





� See the First Data Protection Principle requires data controllers to have a legitimate basis for processing, one of which must be met in order to demonstrate that there is a legitimate basis for processing the images. 





� Section l7 of the Act prohibits the processing of personal data unless the data controller has notified the Data Protection Commissioner.  The notification scheme requires that the purpose(s) of the processing be identified.





� Section 29 of the Act sets out the circumstances in which the fair processing requirements of the First Data Protection Principle are set aside.





� It may be that the particular problem identified is theft from cars in a car park.  Following the appropriate assessment, surveillance equipment is installed but signs are not.  If the equipment co-incidentally records images relating to other criminality for example a sexual assault, it will not be inappropriate for those images to be used in the detection of that crime or in order to apprehend and prosecute the offender.  However, it might be inappropriate for images so obtained to be used in civil proceedings or disciplinary proceedings eg the car park attendant is recorded committing a minor disciplinary misdemeanour.





�Users of such systems should be aware of the affect of Section 12 of the 1998 Act regarding individuals' rights in relation to automated decision taking.





Tamworth Borough Council is part of the Staffordshire CCTV forum, that is a joint partnership of Staffordshire Police and Staffordshire Local Authorities. The Policy, Procedure and Strategy document can be viewed on the Police webb site.





www.staffordshire.police.uk/cctvpolicy04.pdf
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